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The Municipal Manager has resolved, in terms of Council Resolution
298/10, relevant legislation and regulations to approve the following
policy and procedure guidelines as the Information Systems Security Of
the Sol Plaaüe Municipality.
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1. Definitions
Download

the process of copying data such as pictures, sound
files, movies, video clips, software, apps, and text
documents from the internet onto your computer.

Email

Electronic mail is a method of exchanging digital
messages from an author to one or more recipients
across the internet.
For this policy email refers specifically to email that has
been granted by the municipality to its employees.

Internet

The internet is a global system of interconnected
computer networks that use the standard internet
protocol suite (TCP/IP) to link several billion devices
worldwide.
In terms of this policy, the internet refers to specifically
to internet that is provided by the municipality and
accessed by its employees.

ICT

Information and communication technology. In terms of
this policy ICT refers to the ICT division within the
municipality.

Manager

In this policy manager includes executive directors,
senior managers, general managers, supervisor, and
any other person(s) acting in a managerial position in
the municipality.
Sol Plaatje Local Municipality

Municipality
Social media

Social media are computer-mediated tools e.g.
Facebook, YouTube, twitter, etc., that allow people to
create, share and exchange information in different
formats.
In terms of this policy social media refers to only those
tools accessible through the municipality internet
services.

SPAM

Irrelevant or unsolicited messages sent over the
internet, typically to large number of users, for the
purposes of advertising, phishing, spreading malware,
viruses, etc.
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The web

Also known as the world wide web. In terms of this
policy the web refers to the world wide web accessed
through the municipality’s internet services.

URL

Abbreviation for uniform resource locator. Also known
as web address, is a specific character string that
constitutes a reference to a resource.

Authorized Persons

Employees and suppliers or 3rd party system vendors
who have received express confirmation to use the
municipality’s network environment.

Virus referring to a A malicious program that when executed, replicates by
computer virus
inserting copies of itself into other computer programs,
data files, or the boot sector of the hard drive. When this
replication succeeds, the affected areas are said to be
infected.
Web browser

An application that provides a way to look at and
interact with all the information on the world wide web.
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2. Introduction
A significant portion of Municipality’s operations directly rely on its computer systems,
applications and information contained therein. The confidentiality, integrity, and
availability of its computer systems, applications, and information are critical to the
Municipality’s reputation and success.
It is the Municipality’s responsibility to protect its computer hardware, software, and
information from misuse, theft, unauthorised access, and environmental hazards. All
information created and stored on the municipality systems belong to the municipality.
As such, the municipality has a legitimate right to access any of its information, should
it be required to do so.
The Municipality may also disclose employee and customer information to law
enforcement agencies and third parties within regulatory prescripts.

3. Legal Framework
The following legislative framework is applicable::
i.
ii.
iii.
iv.
v.
vi.
vii.
viii.
ix.
x.

Constitution of the Republic of South Africa Act, Act No. 108 of 1996;
Copyright Act, Act No. 98 of 1978;
Electronic Communications and Transactions Act, Act No. 25 of 2002;
Municipal Finance Management Act, Act No. 56 of 2003;
Municipal Structures Act, Act No. 117 of 1998;
Municipal Systems Act, Act No. 32, of 2000 (as amended);
National Archives and Record Service of South Africa Act, Act No. 43 of
1996;
Promotion of Access to Information Act, Act No. 2 of 2000;
Protection of Personal Information Act, Act No. 4 of 2013;
Regulation of Interception of Communications Act, Act No. 70 of 2002;

The following internationally recognised ICT standards are also applicable within the
ICT division:
i.
ii.

Control Objectives for Information Technology (COBIT) 5, 2012;
ISO 27002:2013 Information technology — Security techniques — Code of
practice for information security controls;
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iii.
iv.

King Code of Governance Principles IV;
Minimum Information Security Standards, as approved by Cabinet in 1996;

4. Related Policies
i.
ii.

Fraud Prevention and Anti-corruption policy
Human Resources Policies

5. Purpose
The Information Systems Security Policy seeks to provide a framework aimed at
ensuring that systems of the municipality are appropriately used, and information
security principles are effectively applied. This will allow the municipality to:
i.
ii.
iii.
iv.
v.
vi.

Protect its computer systems and information;
Reduce business and legal risk;
Safeguard customer interests;
Protect own reputation.
Apply preventative measures for the secure use of municipal email and
internet services by unauthorised persons.
Outline the expected recourse for the misuse of municipal email and internet
services.

6. Scope
The policy applies to the following groups:
i.
ii.

All employees and councillors of the municipality (as defined in section 1 of
this document) who use the municipality email and internet services.
Third party vendors (suppliers/system vendors) who have authorised
access to the municipality email, internet and network access.

7. Violations and Penalties
Employees who are found to be in violation of this policy may be subject to disciplinary
action. Depending on the severity of the offence, an employee, councillor or external
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vendor shall be subject suspension, termination of employment (in the case of an
employee), and/or criminal action according to the code of conduct of the Municipality.
ICT is continuously monitoring network activity and users found to be committing any
of the offences below will:
a)

b)

c)

d)
e)

First be notified of the offence and requested to mind and comply with the
policy conditions. An email will be sent out to the employee notifying them of
the offence committed. The line manager of the employee will be included in
the email.
Should the employee repeat and/or commit another offence, the employee
access to the network will be blocked. Thereby rendering the employee
incapable of performing their duties until written consent is received from the
line manager to provide access to the network.
Employees who commit offences of a criminal nature will have their access
blocked and will be referred to their line manager and executive director for
further action.
To ensure security is maintained on the system, ICT reserves the right to
restrict web access for repeat offenders incapable of adhering to this policy.
System vendors who commit any of the offences below will be blocked from
accessing the system and may face criminal charges pending municipality
exposure due to the offence committed.
7.1 Applicable offences
It is an offence to:
a) Share your login details, regardless of the reason to share.
b) Write your password on paper as such making it easily accessible.
c) Insert removable media of unknown origin into a municipality issued
workstation.
d) Store non work-related items on the “My Document” folder of a municipality
issued workstation.
e) Connect any device other than a municipal issued workstation to the
municipality network, unless express authorisation has been obtained.
f) Copy software licensed to the municipality for personal use.
g) Install, disconnect, modify, and relocate ICT equipment without ICT
assistance.
h) Forward spam (irrelevant or unsolicited messages) via email, social media
or the web.
i) Forward warnings of virus alerts not originating from the municipality ICT
department, warnings of purportedly dangerous email or other warning
INFORMATION SYSTEMS SECURITY POLICY
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j)

k)
l)
m)
n)
o)
p)
q)
r)
s)

t)
u)
v)
w)

messages to other users. Such information must be brought to the attention
of the network administrator for appropriate action.
Use the Municipality’s web, social media, or email to access, publish,
disseminate, transmit or download content that is abusive, hateful, libellous,
obscene, sexist, threatening, racist, or that would constitute a criminal
offence, and give rise to civil liability.
Open an email and click on a link from an unknown source especially if ICT
has sent a warning against such behaviour.
Opening and reading unsolicited emails from unknown senders, opening
attachments of such emails, or opening URLS/links within same.
Download/Install software and applications (Apps) on your workstation
without the express permission from ICT.
Use an unauthorised web browser.
Circumvent or attempt to circumvent any restrictions imposed by ICT on the
Municipality’s systems, web, social media and email.
Use the Municipality’s network environment without permission or using
lapsed authorisation previously provided by the municipality.
Delete work related emails from your mailbox.
Use email for personal business.
Stream audio or video over the municipality network without the express
permission from IT and the relevant executive director who must be grant
such permission for professional or official purposes.
Publish, distribute, or share confidential information on the web, via email,
or on social media.
For a system vendor to effect a change on a system without express
consent from the municipality.
To access the datacentre without express consent from the network
administrator.
To eat off or have beverages in the datacentre.

The municipality will not be liable for personal employee liability, including penalties,
due to regulatory infringements including copyright infringements.

8. Roles and Responsibilities
8.1 Employees
An employee:
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a) Must adhere to the conditions of this policy.
b) Is responsible to familiarise themselves with the contents of this policy.
c) Must complete an “Access Application Form” and have signed as indicated on
the form before submitting to the ICT helpdesk to activate a password or
change privileges.
d) Must complete a “Change Password Request Form” and have it signed as
indicated on the form before submitting to the ICT helpdesk to change a
password.
e) Must ensure that SysAid is installed on their workstation to log calls with the
ICT helpdesk. ICT can be requested for assistance in this regard.
f) Must use the Municipality’s email, and internet in a befitting manner.
g) Must scan all removable media inserted in a municipality issued workstation,
for viruses before opening any files stored thereon.
h) Must contact the ICT network administrator immediately if unsure what to do
with a suspicious email or URL/link within an email, even if the email is from a
known contact.
i) If suspicious of a virus infection, must immediately power off the workstation
and contact the ICT network administrator immediately.
j) Is responsible for all transactions that are made using their login details.
k) Must log out or lock their workstation when leaving their workspace unattended
for any period of time.
8.2 Manager
a) All managers must ensure that all subordinates are aware of and comply with
the conditions of this policy.
b) Managers are responsible for the enforcement of this policy as indicated in
section 7 (violations and penalties) of this policy.
c) When user accounts are reviewed, managers must verify the access privileges
of employees reporting to them as requested by ICT or vendor(s).
8.3 Human Resources Manager
The Human resources manager must ensure that:
a) Employees are informed of this policy and acknowledge being informed of this
policy (See Annexure A for form). As such employees accept responsibility for
use of systems, applications and the internet.
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b) Human resources informs ICT when assistance is required to educate or
sensitise employees of the conditions contained in this policy.
c) ICT is timeously informed of all induction sessions scheduled to educate new
employees of the conditions of this policy.
d) ICT is informed timeously (monthly, and immediate if it is the case) of all
employees who are transferred, terminated, or suspended.
8.4 Internal ICT Audit Manager
The internal audit manager must ensure that:
a) The bi-annual user account reviews are verified.
b) User account management audits are included in the audit scope.
8.5 Chief Information Officer
The CIO must ensure that:
a) This policy is reviewed as and when required in accordance with section 10 of
this policy.
b) The necessary resources are available to ensure policy implementation.
c) This policy is accessible on the municipality website(s).
d) Where policy automation can be effected, all affected as specified in section 6
(scope) of this document are aware of the automated way of policy application.
e) Automated monitoring tools are available to monitor traffic transmitted over the
municipality network.
f) Resources are available to effect regulatory compliance in line with the
conditions of this policy.
g) Resources are available for policy awareness and education.
h) Complies with applicable regulation for access to information and as such
secure delivery in line with access to information requests.
i) Processes are in place to review system administrator account actions for all
systems including vendor systems.
8.6 Network administrator
The network administrator must ensure that:
a) The administration of this policy is effected on emails, internet services and the
network.
b) There is a record of all internet usage and traffic on the network.
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c) All monitoring logs are retained in accordance with relevant standards and
legislation.
d) All monitoring logs are reviewed periodically.
e) All monitoring logs are available for audit purposes.
f) The network environment is consistently monitored for viruses, malware and
any other form of intrusion.
g) Computers on the network are regularly patched and that the process of doing
so is automated and consistently monitored.
h) All emails passing through the Municipality’s server is scanned for malicious
code and harmful attachments and quarantined if necessary.
i) Mechanism are in place to detect and respond to policy violations adequately
by applying section 7 (violations and penalties) of this policy.
j) They respond to violations as set out in section 6 (violations and penalties) of
this policy without bias and/or favour.
k) Effectiveness of antivirus and anti-malware software installed on all computers
and servers and make recommendations accordingly where necessary.
l) Portfolio of evidence is maintained for user account and password management
(account creations, changes, and reviews) and is available for audit purposes.
m) Only authorised person(s) gain access to the data centre.
8.7 System vendors
System vendors must ensure that:
a) They comply with the conditions set out in this policy for use of municipality
systems, network, and email.
b) User account management audits are conducted for hosted system and service
provider-maintained systems; and evidence thereof is submitted to the
municipality CIO on a bi-annual basis.
c) Administrative account monitoring is effected, and administrative actions are
logged and reviewed quarterly or as agreed in the SLA; and evidence thereof
is submitted to the municipality CIO on a quarterly basis or as agreed in the
SLA.
d) They adhere to the municipality Change Control Process and only effect
changes to their system once express approval has been received from the
municipality, i.e. a fully completed and signed change control form has been
received (See Annexure B for change control form which can be obtained from
the ICT department).
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9. User account and Password Management
The following conditions apply to user accounts for all municipality systems and their
passwords:
a) A password must be unique (non-repeatable) with a minimum length of eight
(8) characters and a complexity consisting of upper/lower case, a special
character and at least one (1) numerical value.
b) A password must be changed every 30 days. The system will enforce this
change.
c) A password will be locked out for 10 minutes after three (3) consecutive failed
login attempts.
d) A workstation lock will be activated for any workstation that is inactive for more
than 10 minutes.
e) All user accounts will be reviewed bi-annually. User accounts will be
deactivated unless confirmation of use is received from the user and/or their
line manager.
f) All user accounts that are inactive for more than 30 days will be deactivated
until confirmation is received that the employee is still in the employ of the
municipality.
g) A user account of a suspended employee will be locked on receipt of
confirmation of the suspension.
h) A user account of a terminated employee will be removed on receipt of
confirmation of termination of employment from the human resources
department.

10.

Monitoring
a) The Municipality reserves the right to access the contents of any information
sent over its facilities if it believers, in its sole judgement that it has a business
need to do so.
b) All communications, including text and images, can be disclosed to law
enforcement or third parties without the prior consent of the sender or the
receiver.
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11.

Policy Monitoring and Review

This policy shall be reviewed as and when required.
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12.

Annexure A

Acknowledgement of Information Systems Security Policy

This form is used to acknowledge receipt of, and compliance with, the Sol Plaatje Municipality
Information Systems Security Policy.
Please read the “Information Systems Security Policy” before agreeing to the terms below, by
completing information required in the spaces provided below.
By Signing below, I agree to the following terms:
a. I have received, read, and understood the content of the “Information Systems Security Policy”.
b. Furthermore, I understand and agree that any computer, software, and storage media provided
to me by the municipality contains proprietary and confidential information about the
municipality, its customers, or its vendors, and remains the property of the municipality at all
times;
c. I agree that I shall not copy, duplicate, disclose, or allow anyone else to copy or duplicate any of
this information or software.
d. I agree that, if my employment with the municipality terminates for any reason, I shall
immediately return the original and copies of any and all software, computer device, or
computer material that I may have received from the municipality that is either in my possession
or otherwise directly or indirectly under my control.

Employee signature: _________________________________________
Employee Name: ____________________________________________
Date: ______________________________________________________
Division: ___________________________________________________
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13.

Annexure B

SOL PLAATJE LOCAL
MUNICIPALITY
CHANGE REQUEST FORM

Section A
CR#
Date Raised:
Relevant Project/System:
Submitted by:

Project/System:
Proposed implementation date:
Reviewed by:

(Change requester)

(Change approver)

List people consulted:
(Full name & designation please)

1.

Is this change mandatory?

Yes ☐ No ☐

2.

Is this an urgent change? If yes, why?

Yes ☐ No ☐

What problem are we trying to address?
3.
What is the proposed change?
4.
What is the desired outcome of making this change?
5.
What are the financial cost implications (once-off & recurring) to the municipality of making the
change?

What are the implications of not making this change?
6.
What configuration items will be affected by the change and how?
7.
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What are the risks associated with the change and how will risk be managed?
8.

9.

Please attach a detailed impact assessment.

Yes ☐ No

Is there a rollback plan?

(If yes, please
attach)

Section B
Is the change approved?

Yes ☐
No ☐

Signature: (Change approver)
Reason: (For non-approval)
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